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+ Selectiveandretroactive pcapextraction ‘
+ Real-time analysis straight after installation
+~ DevelopmentandsupportfromGermany

~ Mobile appliance for 1 to 100 GBit/s
« Clear display of complex network structures
+ Intuitive web interface for fast troubleshooting

~ Analysis and correlation of all metadata on layer 2—7

Fast troubleshooting
TheAllegromakesbothreal-timeandhistoricalanalysis of
network traffic possible. It analyzes and correlates all data
across the network layers 2 to 7, allowing network problems
orunexpectedtraffictobedetectedinseconds. Theappli-
anceisavailableindifferentversions: asa mobile orrack
version, forsmalldatacenters, large ISPs, butalsoforthe
local company network.

Addition to Wireshark

The troubleshooting appliance shows both the big picture as
well as the finer details. Network or application problems can
besearchedfor, pre-filteredand then extractedasapcap.
This simplifies the Wireshark analysis because only a fraction
ofthetotaltrafficneedstobeanalyzed. TheAllegro’sinte-
grated pcap ring buffer (standard in Allegro 1000/3000
Series) makesthis possible evenforoperationsthathave
happened in the past.

Quick diagnosis

Click-through structures and selective pcap extraction help
you to find the content you need quickly. The web interface
searchfunctionallowsyoutosort, searchandfilterby MAC

orIP addresses, ports, VLANs, TCP handshakes, HTTP
latenciesand more. Yougettheresultsinafractionof
a second, enabling immediate analysis.

Comprehensive analyses
TheAllegroincludesmanydifferentanalysismodulesforL2
to L7. Search and extract all the different Ethernet types such
as LLDP on L2, for instance, or automatically search for
microburstsonthelink. Forexample, youcanuse L4 TCPto
analyze retransmissions globally or per IP endpoint, and L7 to
identify potential VoIP quality problems in SIP and RTP
streams. Allegro Packetsis constantly working to extend
these modules.

Uncomplicated startup

The Allegro can be integrated quickly and easily anywherein
your network. Youdon'tneedtoinstallany extra software.
Access data via the browser-independent web interface, also
remotely. You can install the Allegro as needed: on the mirror
port, tap or as a bridge.



Areal-world exampleintroubleshooting

Troubleshooting in IT often requires quick access to the relevant data. Here's a typical problem:

»Itriedtoaccessthefile serveran houragoanditwasveryslow. I couldn'tget onwith mywork. It's working better
now, but it has wasted a lot of my time and I don't want it to happen again. «

-» Whattrafficwasthereata certain pointinthe » Wasthere a bandwidth problem? If so, who
network at a certain time? or what caused this?

- Wasthere any other data transfer going on, such as » How can this past traffic be examined in detail?
a backup or an update?

The Allegro Network Multimeter can help you to answer the questions quickly and easily.

In detail

Thedashboarddisplaysthe TOP-IPsand protocols of aspecifictimeinterval withjustoneclick.
This allows you to quickly determine whether it was one eventin particular suchasalarge
updateorjustaYoutubestreamthatgeneratedaloadatthattime. Useittoviewthe TOP-IPsper
protocol immediately on the dashboard.

12:42 12:44 12:46 12:48 12:50 12:52 12:54 12:56 12:58 13:00 13:02 12:04 13:06 13:08 13:10

Top IPs during selected interval Top protocols during selected interval

IP (name) Packets Bytes PCAP Protocol Packets

10.54.0.14 752 Mpackets  7.51GB
(DiskStation)

10.54.0.102 7.49 Mpackets  7.49GB 788.19 k packets 75155 MB
(Klauss-MBP)

2a00:1450:401e:3f::a 804.32 k packets 769.42 MB 144.92 k packets 52.37 MB
(r4.sn-4g5edn7z.googlevideo.com)

2a02:810a:1340:1292:3d8b:201¢:4310:5013 788.39 k packets 751.72 MB YouTube 135.93 k packets 119.64 MB
(Klauss-MBP)

UseourdashboardtotakeacloserlookatanL?7 protocoloranIP. TOPconnectionpartnersare
also displayed on the dashboard. You'll see in the screenshot that the AFP protocol was used for
backup and QUIC. AFP is intended to be part of this network, but QUIC will be further investiga-
ted here. By clicking on QUIC the TOP QUIC-IPs are displayed in the interval.

2a00:1450:401e:3f::a ra.sn- 2689k¥  288MBY 421 pps 3.24

Ireland 4g5edn7z.googlevideo.com (DNS 5354 k4 740.6 MB Mbit/s 6 M| = bits received
4am| [ bit/s sent

AS15169 Google Inc. name)
Advantech Technology (CHINA)
Co., Ltd. (NIC vendor) 1245 1250 1255 1300 1305 1310

2a02:8102:1340:1292:3d8b:201¢:4310:5013  Klauss-MBP (DHCP name) 5240k 723.0MBY 473pps 362
Germany Klauss-MBP (DHCPv4 name) 2643k 287 MB Mbit/s 4 m
AS31334 Vodafone Kabel Deutschland Apple, Inc. (NIC vendor) oM
GmbH 0OS:unknown 0S

bit/s received
bit/s sent

1245 1250 1255 1300 1305 1310

Using the pcap button, all packets of an IP communication over a protocol can be extracted and
analyzed, e. g. with Wireshark.

Theadditionalload ofapproximately 5 MBit/swas generated bya GooglevideoserverviaIPv6.
This clarifies the cause and allows further actions to be taken.



Excerptof several analysis modules

Allegroprovidesyouwithawiderangeofanalysesonlayers2to7whichitcandisplaybothinrealtimeaswellasretroactive-
lyforagiventimeinterval. Inaddition, itcanbeusedtodisplayalotofinformationforeachIPand MAC, suchasthedecoded
DNS, DHCP or HTTP host name orthe SSL Common Name. The tables can also befiltered for correlated information.

LAYER 2

¢ Analysis of all Ethernet types occurring on L2
o MAC address analysis with L7 protocols, connection partners and IPs used per MAC
o VLAN analysis: display of all VLANs per trunk, also for Q-in-Q, display of all MACs per VLAN
o Utilization analysis: bandwidth measurement in the millisecond range with
automatic alerting when threshold values are exceeded
¢ QoS analysis

LAYER 3

o IPanalysis: display of all IPv4/v6 addresses, each with L7 protocols, connection partnersand
used MAC addresses, TCP return transmissions , QoS classes, etc.

10.54.0.14 diskstation.allegro (DNS 655.8 M4 B455GB ¥ Opps Obits 10m i |
local address name) 3207 M4 17TAGB4 T5M lm M'IW : + :
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2 I Aa S
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name) 08:26:00 08:28:30 08:2%:00 OB:29:30 08:30:00 08:30:30 063100 08:31:30

LAYER 4

» TCPretransmission: time-based analysis of retransmissions, both globally and per IP
o TCP: handshake, response time, flags, zero window
¢ Port analysis: used TCP and UDP ports

LAYER 7

¢ Protocol analysis: used protocols based on signatures, TOP-IPs per protocol

o HTTP/SSL analysis: temporal analysis of an HTTP request or SSL handshake both globally and per IP
 SIPanalysis: analysis of a SIP telephone callincl. status code, RTP correlation, RTP jitter and packet loss
* Generic response time analysis: measured using patterns in the request or response
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All statistics can be viewed with a freely configurable time interval.



Overview appliances

Appliance

Monitorports

Maximum throughput

Internaldatabase memory
Integrated ring buffer
Versions

Weight

Packaging

Areaofapplication

Virtual Edition

1 xvirtual mirror port

About 1 GBit/s
(CPUdependent)

Unlimited
Unlimited
Virtual

Q,

Allegro200

2 x1000Base-T

2 GBit/s

2GB

Portable
260 g
Portablesoftshellcase

Office or small data center

Allegro 500

4 x 1000Base-T

4GBit/s

4-8GB

0.5-1TB

Portable

1kg

Portable soft shell case

Appliance

Monitor ports

Maximum throughput

Internal database memory
Integrated ring buffer
Versions

Weight

Packaging

Area of application

Allegro 1000/1200

3x1000Ba e-T
2x10GBas¢ -T
2 X SFP+
1extension slot

20 GBit/s

16 —256 GB
Upto 10 TB
Portable / 1 U
2 —-4kg

Portable soft shell case/
server cardboard

Allegro 3000/ 3200

3 x 1000Base-T
2 x 10GBase-T

2 x SFP+

1 extension slot

40 GBit/s

64 — 256 GB
Up to 10 TB
Portable / 1 U
2 —-4kg

Portable soft shell case/
server cardboard

Office building or data center

Allegro 3500 /5500

5 extension slots: SFP+,
QSFP, QSFP28 etc.

50 -100 GBit/s

96 —1536 GB

Up to 360 TB
4U

40 - 80 kg
Server cardboard

Big data center
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Internet gch-services.com

Faster network troubleshooting with Allegro Network Multimeter.

The Allegro revolutionizes the market for network analysis. For the first time ever, itis
possible to analyze a huge volume of packets with a mobile device. The development
isbased onAllegro Packets' missionto provideadebuggingtoolthatcombinesthe
advantages of previous solutions. The result is a device that's as mobile as a software
and as powerful as a full-blown server.




